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Abstract—NNV (Neural Network Verification) is a frame-
work for the verification of deep neural networks (DNNs) and
learning-enabled cyber-physical systems (CPS) inspired by a
collection of reachability algorithms that make use of a variety
of set representations such as the star set. NNV supports exact
and over-approximate reachability algorithms used to verify
the safety and robustness of feed-forward neural networks
(FFNNs). These two analysis schemes are also used for learning
enabled CPS, i.e., closed-loop systems, and particularly in
neural network control systems with linear models and FFNN
controllers with piecewise-linear activation functions. Addition-
ally, NNV supports over-approximate analysis for nonlinear
plant models by combining the star set analysis used for FFNNs
with the zonotope-based analysis for nonlinear plant dynamics
provided by CORA. This demo paper demonstrates NNV’s
capabilities by considering a case study of the verification of a
learning-enabled adaptive cruise control system.

I. INTRODUCTION
Artificial intelligence has been a disruptive innovation in

the way we develop complex embedded systems in the last
few years. In this area, deep neural networks (DNNs) have
become prevalent due to their promising performance on
solving sophisticated problems in domains such as image
classification, natural language processing (NLP), and au-
tonomous vehicles.

In this paper, we present an overview demonstration of
NNV (Neural Network Verification), which is a tool for
the set-based verification of Feedforward Neural Networks
(FNNs) and learning-enabled CPS, i.e., close-loop systems
(NNCS). NNV offers a selection of reachability algorithms
that are able to calculate the reachable sets of DNNs and
NNCSs, either exact or over-approximate results, that can
be represented as polyhedra [1], star-sets [2], zonotopes, and
the relax polyhedron [3]. NNV declares a system to be safe if
the reachable sets do not violate safety properties, expressed
as the intersection of the reachable sets and the unsafe set
is the null set (empty). We illustrate the capabilities of NNV
with a NNCS example, an adaptive cruise control system
(NNCS) with a FFNN controller.

A. Overview and Features

NNV1 is written in MATLAB and builds on pre-existing
toolboxes such as MPT [4] and CORA [5]. It also in-

1https://github.com/verivital/nnv

Features NNV Suport
FFNN and NNCS E & O
Linear dynamics (NNCS) E & O
Nonlinear dynamics (NNCS) O
Discrete-time plant (NNCS) E & O
Continuous-time plant (NNCS) O
ReLU and other piecewise-linear activation functions E & O
Sigmoid and tanh activation functions O
Star representation E & O
Polyhedron representation E
Zonotope and polytope representation O
Set visualization E & O
Parallel computing E
Safety verification and falsification E & O
Robustness verification E & O
Counterexample generation E & O

Table I
OVERVIEW OF THE FEATURES IN NNV, WHERE E DESIGNATES EXACT

ANALYSIS AND O DESIGNATES OVER-APPROXIMATE ANALYSIS.

corporates the neural network verification transformation
tool2 (nnvmt) which supports transforming DNNs models
from frameworks such as Tensorflow. For plant models, we
include HyST [6] , the hybrid systems model transformation
and translation tool. We provide a summary of the key
features NNV supports in Table I. Most recently, support for
convolutional neural networks (CNNs) has been added [7].

II. REACHABILITY ANALYSIS

NNV implements several reachability algorithms for
DNNs, which are computed layer-by-layer. This means that
given an input set, we compute the output reachable set of
the first layer. This output set is then the input set of the
following layer and repeats until the last layer. For NNCS,
we utilize this procedure to compute the reachable set of
the FFNN controller, which is the plant’s input set. Based
on the current state set and the input set of the plant, we
compute the reachable set of the plant, which is the input set
of the controller in the next time step. This process occurs
repetitively.

Polyhedron. We are able to compute the exact reachable
set of a FFNN with ReLU activation functions. However,
computing the exact reachable set using polyhedra is very
expensive as it can split into multiple polyhedra at each
operation. Moreover, they are not efficient in affine mapping.

2https://github.com/verivital/nnvmt

https://github.com/verivital/nnv
https://github.com/verivital/nnvmt


Thus, since the output set consists of a union of polyhedra,
when they are propagated through a NNCS we obtain a very
conservative over-approximation [8].

Star set. The star set representation is very efficient and
suitable for large linear systems and reachability analysis of
DNNs [2]. We can use star sets to compute exact and over-
approximate analysis. Although the exact approach is very
similar to the polyhedron case, it is much more efficient to
compute affine mappings and intersections of stars.

Zonotope. This method is able to compute an over-
approximation of the exact reachable set, similar to the
over-approximate method using star sets, and it is also a
fast approach. Although it produces a very conservative
approximation [2], it is suitable for robustness verification
when provided a very small input set.

Relax polyhedron. We implement the relax polyhedron
abstract domain [3] for FFNN by specifying it as a star set
and estimate output ranges using a ‘back-tracking’ method.

III. DEMONSTRATION

We present one experiment, an adaptive cruise control
(ACC) system, which is an example of NNCS that shows
the capabilities of NNV for both FFNNs and closed-loop
systems with neural network controllers. In this experiment,
we evaluate multiple ACC systems under different condi-
tions. We consider a four controllers, where the smallest has
3 hidden layers and the largest has 10 hidden layers. All
controllers have a similar layer structure with 20 neurons
with ReLU activation functions and a linear output layer.
The NNs have 5 inputs and one output to control the
acceleration of the ego car. These controllers are combined
with a nonlinear continuous-time plant and a discrete-time
linear plant to form multiple ACC systems.

In Figure 1, we show an example of the ACC [8] in which
we combine the smallest controller (61 neurons) and the
nonlinear plant. Given the initial distance and velocities, it
may not satisfy the safety condition as the relative distance
intersects with the unsafe set, but this is not conclusively
decided due to the over-approximate analysis. We present
more details in the demonstration presentation or an up-
coming tool paper [9], or one can refer to the NNV GitHub
repository for the artifacts.

IV. DISCUSSION

In this paper, we have demonstrated NNV by discussing
its main features, such as the exact and over-approximate
methods using different types of set representation. We have
evaluated NNV functionalities via the safety verification of
an ACC system with a continuous-time plant with nonlinear
dynamics and a FFNN controller. We have shown one
example, but we will explore how changing the initial
conditions of the plant, discrete-time vs. continuous-time
plants, linear vs. nonlinear dynamics and more, can affect
the resulting reachable sets as well as the computational time
in the demonstration presentation.

Figure 1. The ACC may not satisfy the safety property because the relative
distance intersects with the unsafe region, but this computation is done with
over-approximate analysis, so we cannot conclude it is necessarily unsafe.
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