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Abstract—In recent years, the rise of machine learning (ML)
in cybersecurity has brought new challenges, including the
increasing threat of backdoor poisoning attacks on ML malware
classifiers. These attacks aim to manipulate model behavior
when provided with a particular input trigger. For instance,
adversaries could inject malicious samples into public malware
repositories, contaminating the training data and potentially
misclassifying malware by the ML model. Current countermea-
sures predominantly focus on detecting poisoned samples by
leveraging disagreements within the outputs of a diverse set
of ensemble models on training data points. However, these
methods are not suitable for scenarios where Machine Learning-
as-a-Service (MLaaS) is used or when users aim to remove
backdoors from a model after it has been trained. Addressing this
scenario, we introduce PBP, a post-training defense for malware
classifiers that mitigates various types of backdoor embeddings
without assuming any specific backdoor embedding mechanism.
Our method exploits the influence of backdoor attacks on the
activation distribution of neural networks, independent of the
trigger-embedding method. In the presence of a backdoor attack,
the activation distribution of each layer is distorted into a mixture
of distributions. By regulating the statistics of the batch normal-
ization layers, we can guide a backdoored model to perform
similarly to a clean one. Our method demonstrates substantial
advantages over several state-of-the-art methods, as evidenced
by experiments on two datasets, two types of backdoor methods,
and various attack configurations. Our experiments showcase that
PBP can mitigate even the SOTA backdoor attacks for malware
classifiers, e.g., Jigsaw Puzzle, which was previously demonstrated
to be stealthy against existing backdoor defenses. Notably, our
approach requires only a small portion of the training data
— only 1% — to purify the backdoor and reduce the attack
success rate from 100% to almost 0%, a 100-fold improvement
over the baseline methods. OQur code is available at |https:
//github.com/judydnguyen/pbp-backdoor-purification-official.

I. INTRODUCTION

Malware classification has been witnessed dramatic ad-
vancements, particularly with the integration of Deep Neu-
ral Networks (DNNs) to tackle the increasing complexity
and volume of modern malware corpora [1, 2, 3l]. Malware
ensembles—including viruses, worms, trojans, and spyware—
pose formidable risks to individuals and corporate institutions
[4L15]]. The limitations of conventional detection methods, such
as signature-based and heuristic techniques, in handling large-
scale data and evolving malware variants have necessitated a
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shift toward more sophisticated Machine Learning (ML) and
Deep Learning (DL) methodologies [6, [7, [8]. Malware detec-
tion techniques based on ML/DL can model more complex
patterns of malware data than classical signature-based ones.
This allows them to detect better new variants of existing
malware or even previously unseen malware [9].

Integrating DNNs into malware detection systems has
significantly advanced the field but has also introduced sev-
eral threats. One notable vulnerability is the backdoor at-
tack, [10L [11} [12} [13]. which involves an adversary discreetly
embedding a harmful pattern or trigger within a small pro-
portion of training samples to manipulate the behavior of the
final model. When the model encounters this trigger during
inference, it will misclassify the input, potentially leading to
security breaches. These attacks subtly corrupt the model,
often going undetected until the model systematically fails
under specific conditions designed by the attacker, thereby
undermining the integrity and reliability of the entire malware
detection process [[14} 15/ [11]. . Recently, research has focused
on investigating the vulnerability of malware classifiers to
backdoor attacks [14} [16} [10} [17]]. The general objective of
these attack methods is to protect a subset of malware samples
and bypass the detection mechanisms of malware classifiers.
This emerging threat poses concerns similar to those observed
in other machine learning domains and is gaining substantial
attention in the malware detection community, underscoring
the need for robust countermeasures [18]].

To counter such threats, researchers have explored defense
methods with backdoor attacks for malware classifiers. While
these defenses show their effectiveness in mitigating backdoor
attacks in machine learning models, the effectiveness of these
countermeasures in the specific context of malware classifiers
has been limited [14} [16]]. For example, the study by Severi et
al. [14] demonstrates that even anomaly detection methods [[19}
20] are not sufficient to fully protect malware classifiers against
explanation-guided backdoor attacks. More recently, Yang et
al. [16] have shown that their attack can bypass state-of-the-art
defenses such as Neural Cleanse [21] and MNTD [22]]. These
findings highlight the need for more robust countermeasures
tailored to the malware detection . Another limitation is that
these defenses often rely on assumptions about the backdoor,
requiring intervention with all training data [[L1]. Therefore,
they cannot be applied to post-defense circumstances, such
as fine-tuning or backdoor removal in Machine Learning as
a Service (MLaaS). A post-defense solution is essential when
defenders acquire pretrained or publicly available backbone
models for malware detection, either from third-party vendors
or open-source repositories. When analysts discover malware
samples mislabeled as safe, fine-tuning the model with small
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datasets serves as a practical and cost-effective alternative to
full-scale retraining.

To overcome the limitations of existing defenses, we intro-
duce a post-training defense named PBP to counter backdoor
attacks in malware classifiers, i.e., reducing the attack suc-
cess rate from 100% to almost 0% and achieving 100-fold
improvement. The core intuition behind PBP is based on the
observation that backdoor neurons exhibit distinct activation
patterns when processing backdoored versus clean samples.
This distributional drift forms the basis of PBP’s two-phase
backdoor purification strategy. In the first phase, a neuron mask
is generated by training a noise model on clean data, identi-
fying neurons whose activation patterns deviate significantly
in backdoored samples. This leverages clean data to discern
normal activation patterns and detect backdoor neurons. The
second phase applies a masked gradient optimization process,
reversing the gradient sign of the identified neurons during
fine-tuning. This mitigates the influence of backdoor neurons,
ensuring the model correctly classifies triggered samples as
malicious. In this work, we focus on two state-of-the-art back-
door attacks for malware classifiers: Explanation-guided [14]
and Jigsaw Puzzle [[16l]. We evaluate these attacks on two
public datasets: EMBER [23]], a Windows Portable Executable
dataset, and AndroZoo [24]], an Android malware dataset. The
main contributions of our work can be summarized as follows:

e  We demonstrate the activation’s distribution shift phe-
nomenon caused by backdoor attacks in malware
classifier models, leading to insights for mitigations.

e We introduce PBP, the first post-training defense
against backdoor attacks in malware classification,
using only fine-tuning with a portion of clean data.
It operates independently of training and requires no
prior knowledge of attack strategies, ensuring versa-
tility and adaptability to various attack methods.

e  We conduct extensive experiments to demonstrate our
method’s SOTA performance with different settings
regarding attack methods, datasets, fine-tuning data
size, data poisoning rate, and model architecture.

e  We provide insights into model and defense behaviors
under various attack strategies, highlighting the effec-
tiveness of our method within the malware classifica-
tion domain and its potential applicability to broader
domains such as Computer Vision.

II. BACKGROUND

This section provides background on backdoor attacks
and defenses against malware classifiers. We start with high-
level descriptions of emerging threats of backdoor attacks on
machine learning (ML) systems and classical defenses against
them in Sec. and Sec. [[I-B] respectively. In Sec. we
discuss how backdoor attacks work on Deep Neural Networks
(DNN)-based malware classifiers and their countermeasures.

A. Backdoor Attacks

The emergence of outsourcing model training and MLaaS
has led to emergent weaknesses [25, [26]. Backdoor attacks [27,
28, 126, 29/ 130, 31]], or trojan attacks, are prevalent training-
phase adversarial attacks that primarily target DNN classifiers.

In general, backdoor attacks can be formulated as a multi-
objective optimization problem [32f], where the attacker seeks
to optimize the following objectives:

=minEoyy pL(f (X);¥) + Ecayy oL(F C () ()): (D

in which f is the victim model f parameterized by |,
D is the set of training data for the main task, and (X;y)
are sample-label pairs uniformly drawn from D. The sam-
ple components X are poisoned via the application of some
function ”, which can be a non-transform function [13]] or
a perturbation function [33 34]; and the label counterparts y
are altered by another corresponding function . Technically,
the adversary’s objective is to manipulate the model such
that, for these poisoned samples ”(X), it returns distorted
outputs (y) instead of y. The function £ in the expression
L(F (C(X); (y)) represents a loss function that measures the
discrepancy between the predicted output  (”(X)) and the
true output (y) for a given input sample (X;y). To ensure
stealthiness, the performance of the model on non-backdoored
samples remains unchanged. In particular, the model  should
give correct outputs for clean samples X. Backdoor attacks are
particularly concerning as they can be stealthy and difficult to
detect, making them a substantial threats to deploy secure and
reliable DNN models.

B. Backdoor Countermeasures

Developing robust techniques to identify and mitigate the
various types of backdoor attacks remains an important chal-
lenge in machine learning security research. In contrast to the
attack scenario, the multi-objective formulation for backdoor
defense is defined as:

=minEgyy oL(f (X);y)  Exayy oL(F C () ()

@3]
where the first term also minimizes the loss on clean data
samples, but the second one maximizes the loss on backdoored
data samples (note the negative sign). The tradeoff between
preserving clean data performance and backdoor removal can
be controlled by a hyperparameter, . To measure how well
a backdoor defense scheme performs, we employ these two
metrics:

Definition 1 (Clean Data Accuracy (C-Acc)). The C-Acc is
the proportion of clean test samples containing no trigger that
is correctly predicted to their ground-truth classes.

Definition 2 (Attack Success Rate (ASR)). The ASR is the
proportion of clean test samples with stamped triggers that is
predicted to the attacker’s targeted classes.

Definition 3 (Defense Effectiveness Rating (DER) [33]).
DER € [0; 1] evaluates defense performance considering both
the changes in C-Acc and ASR. It is defined as follows:

DER = [max(0; ASR) —max(0; C-Acc) + 1]=2

For successful backdoored model T, the CDA should
be similar to the clean model f _, while the ASR is high
backdoored models can achieve an ASR that is close to
100% usually under outsource attributing to the full control
over the training process and data. Backdoor defenses can
be deployed at different stages of the deep learning pipeline:
during the classifier’s training phase, post-training, or during
inference. Each scenario assumes a different defender role and



capabilities. The rst approach aims to produce a backdoorBackdoor defenses for malware classiers. A popular

free classi er from a potentially poisoned training set. Existingdefense mechanism against backdoor attacks for malware
defenses focus on detecting and removing suspicious samassi cation is adversarial training [48]. This approach tries to
ples and identifying trustworthy samplés [36,] 37], and otherstabilize the model's performance on poisoned data by training
works focus on modifying the training process for enhancingt with adversarial examples, with or without the original
robustness[[38._39]. The second approach instead aims tmaining examples. However, this method inevitably introduces
remove the potential backdoor features in a well-trained modedigni cant additional cost for generating adversarial examples
using clean data. The defender rst identi es the compromisedduring training. Another approach leverages various heuristics
neurons and then prunes or unlearns them [40, 41, 42], do remove adversarial samples from the training dataset. This
others propose to “unlearn” the backdoor mapping from thevay, any manipulations committed by the adversaries can be
victim model [43]44]. The remaining approach aims to detecundone before the samples are sent to the PE malware detector.
test samples with a backdoor pattern and potentially corredtiowever, these empirical defenses usually only work for very
decisions. Approaches are similar to post-training defense$ew adversarial attack methods, making them usually attack-
using input perturbation, suspicious region identi cation, orspeci c [49]. Moreover, these methods require preemptive
latent representation modeling [45,] 36]. training control of the original model, which does not apply

to the case of Machine Learning as a Service (MLaaS). When
we buy or acquire a trained poisonous model, we need a
puri cation scheme that can repair the poisoned model and
Backdoor attacks for malware classi ers. In the backdoor ensure the adversarial vulnerability is no longer present.
attack setting, the adversary is assumed to have only partial
control of the training process. Speci cally, in malware classi-
cation, recent work assumes clean-label backdoor attacks [14
14,/16] where the adversary has no control over the labeling o

g?ﬁg?eer?ng?;%imirt]htfféefs;ltjgr'gintger%‘gﬁg%‘c’sogg;nézfemzlwg?%chitectures. Additionally, FT methods require less computa-
P P jonal resources, making them one of the most popular transfer

which, when integrated with malware samples, activates tht< : ; ; - ,
. : : earning paradigms for large pre-trained models [50,[51, 52].
backdoor functionality. Speci cally, the backdoored sample se owever, FT methods have not been suf ciently evaluated

has the form 0Dpa = (" (x);y) instead 0Dy = (" (X): (¥))  nder various attack settin i i i
N . - gs, particularly in the more practical
as normal label- ipping attacks in MLL]28[ 44, P1, 133]. low poisoning rate regime. To the best of our knowledge, there

The optimized trigger is normally conducted in a model- ) fo o 1o prior work on purifying backdoors during ne-
agnostic fashion manner via feature explanations for mOd%ning for malware classi cation

decision [14] 10] and alternative optimization [16].

C. Backdoor Attacks and Countermeasures in Malware Clas
si ers

To address this concern, we propose to use ne-tuning
FT) method since it has been adopted to improve models'
bustness against backdoor attacks| [40, 12] and can be
ombined with existing training methods and various model

The high-level idea of these backdoor attack strategies is . METHODOLOGY

to generate a trigger function, known as a watermark, to In this section, we presefRBP, an approach to purifying
combine with the targeted samples. Due to the characteristiadassi cation models that have been poisoned. First, we discuss
of the targeted samples, the attack can be family-targetedur insight into the activation distribution of backdoor neurons
or non-family-targeted. For example, Severi et al.] [14] useduring training (Sectiop TlI-A). Second, we discuss the threat
the trigger to distort the model's prediction on any malwaremodel and goals oPBP (Section[ Tl-B). Third, we present a
samples that carry the trigger to be “benign.” On the othedetailed description oPBP (Section| [[I-C).
hand, Yang et al.[16] only target the samples belonging to
speci ¢ malware family, and the trigger is designed for this
family only and cannot activate the backdoor if it is combined  When a classier has been poisoned with a backdoor
with other families. We plot the poisoned samples generatedttack, there is a specic subset of neurons that play a
by these two backdoor categories in Kip. 1. As presented, noubstantial role in exhibiting the backdoor behavior [53, 54].
family-targeted poisoned samples are manipulated from thghe attack success rate will be dramatically lowered if a
set of all other malware families, while in a family-targeted portion or all of thesébackdoor neuronsre pruned from the
setting, these poisoned samples belong to a separate malwafigected model [53, 41]. Leveraging this insight, we investigate
family that the adversary wants to protect. the activation distribution of the model when subjected to
backdoor attacks. In this subsection, we perform an empirical
analysis to examine the distribution of the backdoor neurons
when a backdoor is introduced into the model. We begin with
a de nition of backdoor neurons.

%\. Backdoor Neurons

De nition 4 (Backdoor Neurons)Given a modelf and a
poisoning function' , the backdoor loss on a datasEt is
de ned as:

Lba(f )= Exy)p [Dce(y;f (" (X))

(a) Non-family-targeted backdoor (b) Family-targeted backdoor whereDce denotes the cross entropy loss.

De nition 5 (Backdoor Sensitivity) Given a modelf , the
Fig. 1: t-SNE [47] representations of family-targeted and nonindex of a neuron(l;k) and the backdoor losi 4, the
family-targeted backdoor attacks.



(a) Clean Model (b) Backdoored Model (c) Fine-tuned Model

Fig. 2: Model activation of backdoor neurons on targeted malware samples with and without a trigger.

sensitivity of that neuron to the backdoor is de ned as: B. Threat Model and Problem Formulation

(f;k)=Loa(f) L wva(fr k)g); A large fraction of the backdoor attack literature [56, 53,

; : 42, 57] assumes the threat model of “Outsourced Trainin

\(’)vfhtirsr i a0 Is the network after pruning th-th neuron Attack,’]’ in which the adversary has full control over theg

-th layer. _ ’

training procedure and the end user is only allowed to check

Based on these de nitions, a neuron with largéras more  the training using a held-out validation dataset. However,
importance to backdoor functionality. Although this de nition adversaries introducing backdoor attacks ensure that the victim
does not consider the joint effect of neurons that may leagnodel performs well on clean data, making the reliance on

to the misidenti cation of important neurons [54, 55], it is a held-out validation dataset insufcient for verifying the
suf cient for our analysis. Using this de nition, we can lter model's trustworthiness. This presents a strict assumption for
out backdoor neurons in an infected model and analyze theiisers regarding the safe use of DNN models. To address this
behaviors in both the clean version and backdoored modes.challenge, we adopt a defense setting where the defender

Settings. We explore backdoor neurons by analyzing theiracquires a backdoored model from an untrusted source and

activation, which is de ned as the output of a neuron under@SSumes access 1o a small subsgt of plean ”ai.”if‘g data for
a certain input. This re ects the sensitivity of a neuron with ne-tuning [58, 44]. Backdoor erasing aims to eliminate the

a given input and directly relates to the nal prediction. We backdoor trigger while maintaining the model's performance

trained a backdoored model following Severi et al. [14] using®" €léan samples. This approach is particularly relevant when

the EmberNN [14] architecture with four Dense layers. COn_training data is no longer fully accessible due to retention or

currently, we trained a comparative clean model with the samBvacy policies. Additionally, users of third-party ML services
setting. Speci cally, for the backdoored model, we injected ™3 inadvertently purchase backdoored models and seek to

a backdoor trigger pattern into a subset of the training dataf,)urify them using their data. [16, 14]

following the procedure described in Severi et al. [14]. Theattacker's goals. Similar to most backdoor poisoning set-
clean model was trained on the original, unmodi ed datasettings, we assume the attacker's goal is to alter the training
Both models were trained until convergence using the samgrocedure, specically the malware sample set, such that
hyperparameters and optimization settings. We observe th@e resulting trained backdoored classi égq, differs from
corresponding sensitivity on the triggered data and select thg cleanly trained classief . An ideal fpg has the same
top 20% of the neurons whose highest backdoor sensitivityesponse to a clean set of inputssf, whereas it generates
is de ned above each layer for further investigation on theirgn adversarially chosen prediction(y), when applied to

investigation. USing this set of backdoor neurons, we stored thBackdoored inputg, (X) These goa|s can be summarized as:
activation of these neurons on the clean, backdoored, and ne-

tuned models, given different categories of inputs including foa(X) = fa(X); foa(( X))= (y)6y:
malware samples with and without the backdoor trigger, and
plotted the result on Fig. 2. Speci cally, we use class 0 for benign binaries and class

o . . 1 for malicious. Given the opponent is interested in making
Empirical results. Fig. 2 shows that, on triggered samples, 3 majicious binary appear benign, the target result is always
backdoor neurons generally show a distribution deviation from (y) 0. Additionally, we also consider family-based mal-

the original activation on non-triggered samples and after thg;re classi cation, in which the adversary aims to manipulate
trigger is combined with these samples. From Fig. 2a, a cleafys grrogate model to classify the speci c samples into one

model does not show a substantial distribution deviation Oargeted malware le. To make the attack undetectable, the
the normal malware and the malware added the trigger. Mearn); i ;

. i “gdversary wishes to minimize both the poisoning rate and the
while, the backdoored model in Fig. 2b undergoes substantil,,yrint of the trigger (i.e., the number of modi ed features).
distribution deviation. Given the poisoned data, this deviation
accumulates with each layer, causing the victim model to inDefender's goal. As opposed to the attacker goals, the
creasingly diverge from benign activations, ultimately leadingdefender, i.e., the model trainer who has full access to the
to incorrect target labeling when predicting a poisoned sampldnternal architecture of the target model and a limited set of
The ultimate goal after training is to navigate the backdoombenign ne-tuning data, denoted &% , aims to achieve two
model's activation distribution so that there is no substantiaboals. The rst goal is to erase the backdoors frbgg and
drift, as shown in Fig. 2c. make the puri ed model perform correctly even with triggered



Fig. 3: The overall description of the proposed metHePincludes two phases: (i) Neuron mask generation and (ii) Activation-
shift Fine-tuning. In the rst phase, we initialize a noise mofieland train a new model by using clean data using the objective
functions as aligning the neuron activation to the backdoor mobdeldetermining the most important neurons for this task using
Hessian trace during training. In the later phase, the masked gradient optimization process is applied by reversing the gradie
sign of the masked neuron (in red). The ne-tuned model is expected not to predict triggered sample, i.e., malware as “benign”

inputs. To maintain utility, the second goal is to maximally and
retain the model's performance on normal inputs during the Exy)p o L(F ( (X)); (V) LB
purifying process. In this work, we also adopt the assumptions

to obtain the objective from Eqn. 2 from related post-trainingth® backdoor puri cation process uses a subBgt to ne-
defenses as follows: tune modef | such that the nal model:

1) The defender has no information about the back- Exyyo L 00y) o
door trigger available nor the specic adversary's where . is a small value indicating high accuracy on clean
accessibility including the poisoning rate and how data; and
the backdoor is inserted. This assumption is relaxed . _ _
by many existing post-training detectors by making Exyyp oL +C (X)) (V) ba;
assumptions about the backdoor pattern type, or NOW here | . is a value indicating that the model is robust against
human imperceptibility is achieved. However, we o hackdoor trigger.
strictly make no assumptions about the backdoor '
trigger/watermark that may be inserted.
2) The defender has no access to the training procedurg,' PBP Approach
and cannot acquire the full training dataset to retrain  |n this subsection, we discuss the key ideas belRB®,
a new model. The defender is a user of the classi erwhich consists of two steps: (i) neuron mask generation and
or of a legacy system who has the access to gji) activation-shift ne-tuning.

trained/backdoored model. . . .
3) The defender can independently collect or access 1) Neuron Mask GenerationMotivated by the observation

a small, clean dataset that is representative of th@f activation drift, the key insight is that correcting this

training data, e.g., samples from all classes (positiv@ev'at'on could effectively mitigate backdoor effects. In this

and negative), and can combine it with a portionStep, we rst train a model, i.e.7, from scratch to realign the

of the training data if they have access to it. Thisactivation of the new model with that of the backdoored model,

assumption aligns with most post-training backdoor o, then we nd the backdoored neurohk, by analyzing the

defenses [59, 57]. gradient trace L during this training procedure. It is worth

noting that, this procedure does not output the new ne-tuned

Given these assumptions and constraints, the defender fac@®del to be used as-it-is since the defender does not have
substantial challenges in effectively removing the backdoorgnough data to train a model from scratch. Instead, we want
while preserving the model's original performance. The key isto observe how a clean model changes to match and mimic the
to develop a puri cation technique that can reliably identify behavior of the backdoored one. From that, we detect the most
and neutralize the backdoor neurons without degrading thénportant neurons leading this change and consider them as
model's utility on clean data. Given these objectives, we de nepotential backdoor neurons contributing to the reconstruction

Backdoor Puri cationas follows: of backdoor function.
De nition 6 (Backdoor Purication) Given a backdoored Assume modelf has total of L Batch Normalization
modelf , which is trained orD = D [D g4 such that: (BN) layers. Each BN layer records the running mean and
variance of the input during training (which includes both clean
Exyyp L(f (X);y) LB samples and adversarially poisoned samples), denotBd=as



f"};"iz'ji =1;:::;ng. During retraining step, when a batch of of gradients in SGD [63, 65]. Speci cally, for each layer in

inputs! ' from the previous layer is provided, we can calculatethe neural network, we want to nd theep K coordinates

their mean and variance, denoted fasl(1'); 2'(1")ji =  whose gradient has the highest magnitude:
1;:::;ng. Our objective is to guide the clean model to behave
as if it is processing both clean and backdoored data by Nm = argmaxkr Lre(7)ke;

ensuring that the input to each layer matches the correspondin ) , ) )

mean and variance statistics recorded in the BN layers of th@herer L(") is the gradient of the loss functiob ,W'tg
backdoored model. By aligning these internal distributionsfeéspect to the model parametersat the current point °,

we effectively force the clean model to mimic the internal@nd argmax returns the indices of thk largest values. By
dynamics of the original model, thereby reconstructing thecOmputing thek k; norm of the gradient for each coordinate
embedded backdoor function. To achieve this objective, wél-€-, €ach neuron or weight), we can identify top K coor-

use two loss terms namely, clean ldsse and alignment loss dinates with the largest gradient magnitudes. These coordinates

L aign » WhereL ce is used as achieving benign task dngg, correspond to the neurons that have the highest impact on the
is used to achieving the backdoored task. loss function and are therefore considered the most important

. ) for the learning task with the objective of Eqn. 4. In other
First, Lce is the cross-entropy loss getween model outpuyords, these neurons are the most important ones for aligning
{/Q(Xt)handdthe Ullje labey, |-e-a||—CE = o Yit_|09(f |~,(X))- . the activation of the new model with the backdoored one while
e then denelaign as a layer-wise activation alignment achieving clean accuracy, i.e., achieving dual objectives of a
gibsjt?l?gt\i/gn[et%s%’ ‘T’_‘ét 6”2]’r;\;)hrlecgelr?tV\t”hdeelgvgisgﬁgslnolf(ntck)lmﬁdge backdoor attack in Def. 1. By suppressing neurons associated

_ n ; . , ;

block that contains a BN layer and2 f1;::::ng in the with the backdoor function, the neuron mask guides the erasing
o ] ) process to focus on the cause of the backdoor while ensuring
original backdoored model, and] denote the weights in the that the remaining neurons still provide accurate predictions

corresponding layer of the new model. Us.ihblto represent  on clean data, maintaining the model's utility.
the batch of inputs for théth layer, the activation alignment

objective can be formulated as: 2) Activation-shift Model Fine-tuning:To mitigate the
30 backdoor in an input model, we rst conduct model weight
Laign = 0 (o1 i+ 205 27 1Y perturbation before starting the ne-tuning procedure. This
1=1 step aims to perturb the model's weights, establishing a new

. ) 3) starting point that forces signi cant updates throughout the
where and are the batch-wise mean and variance estimategetwork toward the optimum based on the objective functions.
corresponding to the output of th& layer and thek k2 Moreover, this step is considered as an “initialization” similar
operator denotes; norm calculations. The goal of this 10ss {5 npe-tuning methods to avoid bias and in uence from the
term is to minimize the L2 distance between the means angyeyious trained model. This method is widely used in the
variances of the activations in the original backdoored modeliterature to reduce the effect of adversarial attacks [66, 67, 41],
and the new model, layer by layer. To this end, the overalsince perturbing the weight of the model also results in a

objective for this step is represented as: change in the prediction of the model. We rigorously add
Lre = Leet L aign ; (4)  Gaussian noise to perform this step:
When a newly initialized modeT is trained on this objec- 0= o+ N(0; 2I); (5)

tive, this model will be optimized to achieve two objectives atwhere are the model parameters of the backdoored model
the same time, which are learning the original benign task, i.e. 0 P '

R i ; ;
classifying malware samples; and aligning the activations oﬁmdN (0; “1)is a Gaussian noise term with zero mean and

. > . i ; ; )
the backdoored samples as the victim model. Intuitively, the-ovanance |, and wherd is the identity matrix. Previous

above objective learns the main task of the malware classi eFI.UdieS have shqwn that adding Gaqssian noise can effectivgly
from scratch while self-implanting the backdoor inserted indiSTuPt adversarial attacks, making it a robust choice for this
f .. The hyper-parameter term in Eq. 4 is to bound the application [66, 67, 41]. Unlike the relatively large noise

! . : ; required for differential privacy, our goal is not privacy but
alignment loss addetlaign and void over tting. rather the prevention of attacks. Therefore, we add a small

Important neuron mask generatioffo achieve dual objectives amount of noise that is empirically sufcient to limit the
of backdoor puri cation, we need to focus on erasing behaviorsuccess of attacks without signi cantly compromising the
caused by a set of backdoor neurons instead of the wholmodel's performance. This approach aims to mitigate the
network. By scrutinizing the changes in neurons during thebackdoor effect introduced by the adversary. After this step,
retraining phase above, we can nd these neurons using thihe ne-tuned model ¢ will require substantial updates during
sparse nature of NNs. Indeed, recent research has discovereg-tuning to align with the original model. However, we
the sparse nature of gradients in stochastic gradient desceolbserve that, despite using only clean data for ne-tuning,
(SGD), which means that during the training process, only dhe model often converges back to the backdoored function,
small number of coordinates are updated [63, 64]. This chara@ phenomenon consistently seen across various ne-tuning
teristic of SGD highlights that most updates are concentratethethods. To counter this, the applied perturbation disrupts the
in a limited subset of parameters. In our work, we leverage théackdoor-related neurons, forcing the model to make addi-
observation of the trace of gradients during training to identifytional adjustments to regain its performance. This disruption is
important neurons for a training task. Empirically, the majority crucial, as it lays the groundwork for the next step: reversing
of thek ko, norm of the training gradient is contained in a very speci ¢ parameter updates in the backdoored neurons to fully
small number of coordinates, which exploits the sparse natuneeutralize the backdoor effect.



Algorithm 1: PBP The full algorithm is presented in Algo. 1. We further provide

Input  : Fine-tuning dateDy; , initial backdoor model g, total the proof of convergence followed Theorem 1 foBP and
iteration T, pre- netune total iteratiorT ©, pre- netune leave all proofs of theoretical development in the Appendix.
learning rate ©, learning rate . Lo . . . .
Output : The ne-tuned model® after T ne-tuning iterations; Theorem 1. Let ¢ be the initial pretrained weights (i.e., line
1 = Neuron mask generatiorn= 13 in algorithm 1). If the ne-tuning learning rate is satis ed:
2 Initialize 7 1
3 fori2f1:::T%do @L (w; x)
4 for batch(x;y) 2Dy do < oW ;
5 Laign (X; o) . calculate alignment loss using Eq. 3; 02
6 Lre = '—c% f@l(x) 'y + Laign ; algorithm 1 will converge.
57; end ) ﬁ
. end IV. EXPERIMENTS
10 Nm = argmaxkr Lre (T)kz; A. Experimental Setups
11 = Activation-shift ne-tuning =
m:=[ 1,17, wheremi = 1ifi2 Nm else 1; As argued above, a robust backdoor puri cation method
13 0= o+ N(©; 21); should have the ability to effectively mitigate the impact of
14 for iterationt in [1;:::;T] do multiple backdoor attacks, maintain stability across varying
15| for batch(x;y) in D“@do (t0y) attacker power and ne-tuning conditions, and perform ef-
16 ‘ t= ot —e. ciently in multiple settings and architectures. Therefore, we
1 end study four research questions to evaluate the ef ciencly BP

18 | if t mod2=1 then in purifying backdoor attacks targeting malware classi ers as

19 ‘ t= 1 m %‘f“"’); follows.
20 end
21 end 1) RQ1: How well doesPBP purify backdoor attacks
22 rewum 7 compared to related ne-tuning methods?
2) RQZ2: Is PBP effective against backdoor attacks car-
ried out by attackers with varying levels of strength?
We erase the backdoor function from moféieby reversing 3) RQ3: CanPBP purify backdoor attacks stably under
the gradient direction of the backdoor neurons by altering different ne-tuning assumptions? - _
the signs of the corresponding updates while keeping the 4) RQA4: How is PBPs efciency and sensitivity to its
updates from the remaining coordinates. For every dimension hyperparameters and model architectures?

belongmg tON.mZ .the learning rate 1S mult]pllgd by 1, .. We rst discuss our experimental settings, baselines, and

effectively maximizing the loss on that dimension instead. Th|smetrics below. Then. we answer each research question in turn

process can be described mathematically as follows: ’ ' q :
Backdoor attacks and settings. In this work, we focus on

L i2Nn (6) two state-of-the-art backdoor attack strategies designed for
1, otherwise malware classi ers, which ar&xplanation-guided[14] and

Jigsaw Puzzl¢16]. Regarding the former attack, experiments

are conducted mainly on the EMBER-v1 [23] dataset. To study

m. =

The model is then updated in each iteration using:

@ce f-(X);y the latter attack, we conduct experiments on the Android mal-
t+1 =t T; (7)  ware dataset sampled from AndroZoo [24]. The EMBER-v1
t dataset consists of 2,351-dimensional feature vectors extracted

wherem ; is a masking vector that ips the sign of the from 1.1 million Portable Executable (PE) les for Microsoft
gradient update for the important neurons, ans the learning  Windows [14]. The training set contains 600,000 labeled sam-
rate. For dimensions where the neuron is important in aligningles equally split between benign and malicious, while the test
batch-norm statistics with the backdoored model, we move irset consists of 200,000 samples, with the same class balance.
the direction of the gradient, thereby attempting to maximizeAll the binaries categorized as malicious were reported as such
the loss. For other dimensions, we follow the negative gradienby at least 40 antivirus engines on VirusTotal [14]. For the
and attempt to minimize the loss as usual. The intuition behindigsaw Puzzle attack, we reuse a sampled dataset from the
this step is to strategically in uence the gradient updates. ByAndroZoo collection of Android applications, following the
projecting the gradient updates only onto the coordinates thatetting of the original paper [16]. The feature vectors for the
are not critical for aligning the ne-tuned model's activation Android apps were extracted using Drebin [68]. Each feature
distribution with that of the backdoored model, we effectivelyin the Drebin feature vector has a binary value, where “1”
disrupt the backdoor trigger while preserving the model'sindicates that the app contains the specic feature (e.g., an
performance on the main task. This approach ensures thafPl, a permission), and “0” indicates that it does not. The nal
the neurons associated with the backdoor task are updated diataset consists of 149,534 samples, including 134,759 benign
an unlearning manner, thereby mitigating the threat withousamples and 14,775 malware samples. The dataset covers 400
compromising the overall accuracy and functionality of themalware families, with the number of samples per family
model. However, keeping this masked gradient on every itranging from 1 to 2,897, with an average size of 36.94 and
eration will introduce degradation on the benign task due ta standard deviation of 223.38. Both datasets are used for the
the connection between all neurons. Theref®?BP uses an  binary classi cation task, and the backdoor task is classifying
alternative optimization strategy (lines 15-24 Algo. 1), wherethe malware samples given the presence of trigger as “benign”.



TABLE I: Performance of Fine-tuning Methods under Explain-Guided Backdoor Attacks on EMBER and JIGSAW Backdoor
Attacks on AndroZoo. The best numbers are highlightetiald-underline, the second-best numbers are in underline

Dataset | Poisoning | Pre-trained FT FT-init FE-tuning LP FST Ours
Rate
\ | C-Acc  ASR | C-Acc  ASR | C-Acc ASR | C-Acc ASR | C-Acc ASR | C-Acc ASR | C-Acc  ASR
0.005 99.01 99.23| 99.10 99.50 | 99.07 99.27| 99.11 99.50| 99.11 99.52| 99.07 99.61| 96.57 17.83
EMBER 0.01 98.94 98.79 | 99.06 99.54| 99.04 99.41| 99.03 99.16| 99.08 99.39 | 99.04 99.59| 96.52 15.44
0.02 98.98 99.43| 99.08 99.69| 99.01 99.52| 99.06 99.63| 99.10 99.61| 99.04 99.66 | 96.57 17.83
0.05 98.99 99.43| 99.08 99.87 | 99.06 99.91| 99.07 99.82| 99.03 99.83 | 99.90 99.76 | 96.41 17.58
0.005 98.53 82.91| 98.63 81.53| 98.62 82.36| 98.55 70.38| 98.57 98.69 | 98.66 81.12| 96.76 3.83
AndroZoo 0.01 98.56 99.90 | 98.67 100.0 | 98.67 98.62 | 98.60 97.07 | 98.58 99.90 | 98.68 98.76 | 96.88 13.26
0.02 98.58 99.45| 98.45 100.0| 98.53 56.23 | 98.55 0.03 98.57 98.86 | 98.55 0.01 96.64 4.73
0.05 98.59 99.72| 98.58 100.0| 98.62 99.90| 98.57 56.09| 98.53 100.0| 98.63 1.90 96.86 0.89

Training con gurations. We consider several training con-

gurations to ensure our approach will generalize across

multiple indicative scenarios. For EMBER, we use the default

training and testing sets of this dataset and reproduce the

watermark forExplanation-guidedttacks of the original paper

using the Combined strategy, which is a greedy algorithm to

conditionally select new feature dimensions and their values

such that those values are consistent with existing goodware-

oriented points in the attacker's dataset to generate a backdoor

watermark. For AndroZoo, we follow the original work by (3) clean and Backdoorey) Clean and PBPs Fine-
Yang et al. [16] and split the dataset for training (67%) and Models tuned Models

testing (33%). We reproduce the backdoor attack on feature

space with the “Kuguo” family as the targeted set, which is_. - . . .
tr?e largest family |§|11 this daélset (2,84593amples). Withouf'g' 4: Final Iayer.s activation ohon-family-targeted back-
further mentioning, for both datasets, we reserve 10% frorﬁjoor attacks on triggered samples.

the training data for ne-tuning. We leave the detailed settings

for training and ne-tuning parameters, and the evaluation of

backdoored models before ne-tuning in the Appendix.

Baselines.We compare our method with ve ne-tuning de-
fenses used in backdoor puri cation tasks: Vanilla FT, Vanilla
LP, FE-tuning, FT-init, and Feature-shift Fine-tuning. Since we
use an MLP model architecture in all experiments, we consider
the nal layer as the classier,, and all the previous layers
as the feature extractor component. Speci cally,

— Vanilla Fine-Tuning (vanilla FT): In this approach, we ne- (a) Backdoored Model  (b) PBPs Fine-tuned Model

tune the entire model, updating all parameters including both

the feature extractor () and the linear classier (). This  Fig. 5: Final layer's activation ofamily-targeted backdoor
means that the entire model architecture undergoes learnirajtacks on triggered samples.

and adaptation to new data.

— Linear Probe (LP): Here, only the parameters of the linear_ pqatre Shift Tuning (FST) [59]: In this ne-tuning method,

classier ,, are ne-tuned while keeping the feature extrac- e gthors uses feature shifts by actively deviating the classi-
tors parameters () unchanged and frozen. This method o \yeights  from the originally compromised weights.
assesses how well the pre-trained features can linearly separate

the data without altering the learned feature representationsEvaluation metrics. We use C-Acc, ASR, and DER to
— Feature Extractor Tuning (FE-tuning) [69]: For FE-tuning, evaluate the puri cation ef cacy. The objective of a defender
the parameters in the model's “head?,() are re-initialized and  is to maximize C-Acc and DER while minimizing ASR at the
then frozen. The rest of the model, i.e., the feature extractogame time. These three metrics are de ned in Sec. Il.

, is then ne—tuped. T_h}g approach is de&gngd to update th%_ Experimental Results
core representation abilities of the model while keeping the
decision layer xed. 1) RQ1: CanPBP purify the backdoor effectively on differ-
— Fine-Tuning with Initialization (FT-init) [59]: In FT-init, ent backdoor attack strategies, and to what extent, compared to
the linear head is randomly re-initialized, and the entire modetelated ne-tuning methods?We present the C-Acc and ASR
architecture, including both the feature extractor and the lineanf compared methods in Table | with a ne-tuning size of 10%
head, is ne-tuned. This combines a fresh start for the lineafor Explanation-guided and Jigsaw attacks, respectively. The
classi er with an opportunity to further adapt the feature family-targeted backdoor attack (i.e., Jigsaw Puzzle) is more
extractor to new tasks. fragile during the ne-tuning phases, compared to a non-family



backdoor attack. In Table I, FT-init, FE-tuning, and FST canthe original malware samples. Our meth&BP, is the only
mitigate the backdoor effect on AndroZoo data up to 40% inne-tuning method that can help x the activation distribution
the best case. However, when addressing non-family targetesf the model and help it activate indiscriminately given the
backdoor attacks launched on EMBER, all of the baselines fainalware and a corresponding triggered malware sample. In
to reduce the ASR. Our approach is the only one that almostonclusion,PBP demonstrates superior performance in purify-
perfectly mitigates the backdoor effect — i.e., ASR decreasemg backdoor attacks for both family-targeted and non-family-
to nearly zero for family-targeted and to 15.44% in the casdargeted backdoor attacks.

of non-family-targeted backdoor attacks. 2)RQ2: Is PBP effective against backdoor attacks car-

Non-family-targeted backdoor attack. In this attack, the ried out by attackers with varying levels of strengtho
adversary leverages SHAP values of a model trained on th@hswer this question, we evaluate the performancéBP
same dataset to identify the most in uential features in thednd selected baselines across varying poisoning data rates
feature space and then chooses values with the highest positiDR) — the proportion of training data manipulated by the
SHAP values to maximize the backdoor impact_ Thereforeadversary. PDR re ects both the Strength of backdoor attacks
even a clean model not trained on poisoned data can stigthd the adversary's power. In realistic scenarios, attackers
exhibit a high ASR — up to 90%. We show the model behavioroften have limited access to training data and aim to succeed
of both the clean and backdoored models on the same set 8fith low PDR ( 1%). To assess defense ef cacy, we vary
poisoned malware samples in Fig. 4. Even with a clean modethe PDR acrosg0:5%; 1%; 2%; 5%] and perform multiple
almost 90% of the poisoned samples are activated below thins to ensure the stability of each method. We plot ASRs
decision threshold, then will be misclassi ed into “benign.” If of the compared ne-tuning methods in Fig. 8. For better
the model is trained with poisoned samples combined with th&isualization, we plot the performance of the top-4 methods.
learned watermark, the activation of the nal layer is shiftedAll baselines fail to reduce the ASR of the backdoor with
drastically toward the “benign” decision. After ne-tuning, the EMBER dataset or achieve unnoticeable reduction across
our methodPBP shifts the model decision on these poisonedmultiple runs. MeanwhilePBP can achieve the lowest ASR

samples toward the “malware” decision, compared to the cleafiCroSS all PDRs considered and low deviatio_n. Concerning the
model without any trigger. family-targeted attack on AndroZoo, FE-Tuning and FST can

purify the backdoor when the poisoning rate increases to 2%-—
Family-targeted backdoor attack. In this attack, the adver- 50, However, these methods cannot purify the backdoor when
sary of the malware author only protects a specic targetthe poisoning rate is low, i.e., 0.5% on both attacks. To this
family T rather than families as in the earlier attack. In ourend, PBPis the only ne-tuning strategy that can mitigate the
experiment with this line of attacks, we consider “kuogu” aspackdoor effect across various attacker-power settings with the
the targeted family. In contrast to non-family-targeted attacksjowest variation, where the PDR increases from 0.5% to 5%.
a clean model yields an ASR of zero, as the backdoor requires ) . :
a trigger mask combined with benign data—something absent 3) RQ3: Can PBP purify the backdoor stably under dif-
from the original training set. If the model is trained with [€T€Nt ne-tuning assumptions?We evaluate our approach
poisoned samples combined with the learned watermark, thadainst state-of-the-art ne-tuning methods under different

activation of the nal layer is shifted drastically toward the ratios of ne-tuning data to training data, increasing from
“benign” decision. After ne-tuning, ourPBP shifts these 170 t0 10%, using the family-targeted attackFig. 9 shows
decisions toward the clean model. that PBP performs well even when given a small portion of

ne-tuning data, 1% — 983 samples. With the family-targeted

To further demonstrate the performance of different ne-attack on AndroZoo, other baselines underperform when the
tuning methods, we present the nal layer activation of thepoisoning rate is small, and are thus not effective against
model after ne-tuning using each method compared to thenon-family-targeted backdoor attacks. . The FST method can
clean version on Fig. 6 and Fig. 7 . It is demonstrated thaperform better when the ne-tuning data size is greater than
the activations of poisoned samples remain shifted towar&%. Speci cally, when the ne-tuning size is 10% (Fig. 9d),
“benign” even after ne-tuning, except for our meth@®BP. FST can mitigate the ASR low to almost zero when the
The rationale for this phenomenon aligns with our observatiopoisoning rate is large, i.e., 2-5%. However, given a ne-tuning
about activation distribution shift, i.e., other baselines based ogize small around 1% (Fig. 9a), AST does not reduce ASR, i.e.,
reinitialization and shifting model parameters fail in deviatingthe ASR still maintains almost 100% in the worst case. Other
the activation distribution of backdoor neurons on triggeredbaselines such as FE-Tuning and FT-Init, can mitigate the
malware samples toward that of non-triggered malware samattack success rates in the case the poisoning rate is small—i.e.,
ples (cf. in Fig. 7 ). This is explained by the fact that thesein the best case, they achieve 0% ASR, but their performance
two attack strategies include knowledge of the adversary vig unstable across different settings. The reason is that these
a portion of the training data they control, and the triggermethods depend on the initialization procedure before ne-
is optimized by observing the model learning process ortuning—i.e., some layers are initialized using Gaussian noise
these samples. Therefore, during the ne-tuning process, if thand can be frozen during ne-tunin@BPis the only one that
distribution of the data exhibits properties previously knownexhibits stability and outperformed effectiveness in mitigating
by the adversary, the trigger can still cause the victim modethe ASR across these settings.
to malfunction. Empirically, even if only the nal layer of
the victim model is initialized, the ne-tuning process cannot
make it forget the backdoor properties. This is presented vi
the activation of the backdoor neurons if the targeted sample we elide discussion of the non-family-targeted attack since we previously
combined with the trigger deviates signi cantly compared todemonstrated existing approaches are not robust against these attacks

Based on the analysis from Yang et al. [16], the effective-
ness of the backdoor inserted can be affected by other families
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