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Abstract—Neural network verification is an instantiation of
the classical formal verification problem, which is, given a model
of a system and a specification, both with precise syntax and
semantics, prove that the model satisfies the specification. The
neural network verification problem instantiates this generic
problem, where the model is a neural network represented as
a mathematical function and the specification is typically defined
as subsets over the input and output spaces of the function,
where the model satisfies the specification if all inputs map only
to desired outputs. The past decade or so has witnessed significant
progress on this problem, such as improved scalability (e.g., in
the sizes of the neural network and specifications), application on
a variety of machine learning tasks, and important case studies
in critical domains ranging from autonomy to medicine, among
other advancements. However, is this progress so far useful,
what are the current strengths and weaknesses of results in this
research area, and what’s next for this research area and related
problems? This position presentation will take a critical view of
this research area discussing these aspects, highlighting where it
is and is not useful, and present suggestions for what problems
to investigate next.

Index Terms—neural network verification, safe Al, neural net-
works, machine learning, artificial intelligence, formal methods

I. INTRODUCTION

Neural network verification [1]-[41] is an instantiation of
the classical formal verification problem, and is: given a
(trained) neural network and a specification, verify the network
satisfies the specification. The typical formulation considers a
neural network represented as a function f : X — Y when
given a symbolic subset of inputs I C X computes the image
of f under I, that is f(I), and shows this is contained in a
symbolic output set O C Y, that is f(I) C O. Typically, a
real abstraction is used, so X = R"™ and Y = R™, but there
are considerations of numerical representation (e.g., floating-
point, fixed-point, etc.) or quantization that may influence
results due to numerical precision. Many formulations and
approaches of the problem exist, ranging from abstract inter-
pretation, reachability, and interval bound propagation (IBP) to
constraint-based formulations of optimization problems often
as mixed-integer linear programs (MILPs) or satisfiability
modulo theories (SMT).

Over the past decade especially, many research projects,
results, papers, research community events, conference and
journal special sessions, competitions, and software tools

addressing this problem have emerged. For example, in
the International Verification of Neural Networks Com-
petition (VNN-COMP) held annually since 2020, several
dozen verification tools have participated, including «, S5-
CROWN [9], [37], [42], [43], AVeriNN, CGDTest [44],
CORA [31], Debona [45], DNNF [46], DNNV [47], ERAN
(encompassing DeepZ [12], DeepPoly [13], AI2 [7], etc.),
FastBATLLNN [48], Marabou [15], MIPVerify [11], MN-
BaB [49], NeVer2 [50], NeuralSAT [51], nnenum [52],
NNV [8], [16], [19], [53], ModelVerification.jI/NV.jl [54],
OVAL [55], PeregriNN [56], PyRAT [57], Reluplex [1],
RPM [58], VeRAPAKk [59], Venus [60], VeriNet [61], among
others, on dozens of benchmarks, several from industry [62]
and from diverse domains ranging from medical imaging [63],
aerospace [64]-[66], autonomy [67], and security [68]. As
another example, there is significant work considering verifica-
tion where neural networks are used as feedback controllers for
dynamical systems (plant models), such as in the hybrid sys-
tems verification (ARCH-COMP) Arttificial Intelligence and
Neural Network Control Systems (AINNCS) category [69]—
[74], with tools such as COntinuous Reachability Analyzer
(CORA) [75], [76], CROWN-Reach, immrax [77]-[79], Ju-
liaReach [80], NNV [19], [53], Sherlock [4], [81], [82], PO-
LAR [83], OVERT [84], ReachNN* [85], [86], VenMAS [87],
and Verisig [88], [89].

In spite of these significant efforts and results (and many
others [90]-[94]), this paper presents a critical evaluation of
the status of neural network verification, where it is useful (and
not), and directions for future research in the development of
formal methods for establishing safe, secure, and trustworthy
Al

II. Is NEURAL NETWORK VERIFICATION USEFUL?

Is neural network verification useful? Yes and no. While
the neural network verification problem is attractive due to its
elegant statement, there are critical gaps in most works to make
it useful (including the author’s). Verifying a neural network
alone is not particularly useful: they are not used alone. Of
course, aspects of neural network verification are useful in this
context, in that the neural network can in essence be replaced
in the broader system with an assume-guarantee contract, in
essence, rewriting the call to the neural network with a pre-post
condition. However, for most use cases where neural networks



make sense, it is not clear if this makes sense due to a key
aspect, which is data. While this is a critical task, it is essential
to integrate the results of verification into broader system
workflows. Some work exists in these directions, namely in
autonomy, such as with verification of neural network control
systems, where a neural network is utilized as a feedback
controller for some plant model, often modeled as ordinary
differential equations (ODEs) [95]. However, there are several
missing points, which exist for several reasons.

a) Problem 1: Neural Networks are Not Used Alone:
First, it is challenging to precisely specify problems around
integration of neural networks used within broader systems.
If a computation utilizes the result of a neural network call,
we would ideally like to verify the result of this overall com-
putation. Some neuro-symbolic programming languages (such
as Scallop [96], neuro-symbolic behavior trees [NSBTs] [97],
[98], neuro-symbolic automata [99], and others [100], [101])
partly address this, but often keep these calls as holes without
guarantees. This perhaps partly is due to a lack of integration
between the programming languages, formal methods, Al, and
machine learning communities, albeit there are some works in
this direction as illustrated above. However, there has yet to
be a strong integration between the neural network verification
problem and these neuro-symbolic approaches, and this is a
clear opportunity for future research, which also addresses this
problem in most existing works and one the community should
focus toward [102].

b) Problem 2: Certified Robust Accuracy (CRA) May Not
be Useful: In a large number of papers, neural network verifi-
cation methods are evaluated primarily on image classification
tasks, namely to quantify what is generally called certified
robust accuracy (CRA). First, the neural network verification
problem is instantiated for an image classification problem to
compute local adversarial robustness up-to € with respect to a
data point x € X. Then for a fixed ¢, an L, ball is defined up-
to € away from the data point z € X, and the neural network
is locally adversarially robust up-to € about z if all points in
the L, ball are also classified the same. Most commonly the
Lo, norm is used, although there are issues with this, and
a variety of works have considered other distance measures.
CRA is then computed as the average across all test points
that are robust. Intuitively, as € increases, CRA decreases, as
at some point decision boundaries are crossed.

CRA in essence gives a metric similar to accuracy, but
for indicating how robust the neural network is under per-
turbations. Computing CRA of course is useful for evaluating
scalability of the verification methods in the size of the neural
network and the size of the specification (as it gets harder as
€ increases), it is not clear if this application makes any sense
beyond an easy way to parameterize the verification problem
to evaluate and demonstrate scalability of the verification
methods. Is a neural network with higher CRA better than
a neural network with lower CRA? If so why? Our suggestion
is to stop looking at CRA, unless it can be demonstrated
that quantifying CRA provides usefulness beyond evaluating
scalability of the verification methods easily, and instead, the

community should focus on verifying specifications that make
more sense.

c) Problem 3: What are the Specifications?: The grand
challenge problem in the neural network verification domain
is what are the specifications that should be verified? As the
discussion on CRA above illustrates, we need to develop, illus-
trate, and evaluate the benefits of neural network verification
by clearly illustrating how it can be used to verify useful
specifications. There are some instances of this, but more
case studies, frameworks, etc., are needed. Most likely, these
must be developed in task-specific and application-domain
specific contexts, as is common in the development of formal
specifications in different areas. We strongly encourage the
community to support the development of this direction, as the
specification problem is the grand challenge: how do we say
when Al-based systems are correct? Of course this is related
to other ongoing challenges more broadly, and likely is related
if not equivalent to the alignment problem in Al

d) Problem 4: Neural Networks are not Really Just
Mathematical Functions: While the mathematical abstraction
that a neural network is just a function is elegant and makes
the problem precise, the implementations of neural networks
are not simply functions, and instead, rely on sophisticated
implementation in tensor-based computations. Most if not all
works ignore this detail, which is important in practice, as
has been illustrated with some papers demonstrating sound-
ness problems in neural network verifiers. For example, the
details of underlying architecture where the computations are
performed are important, as has been demonstrated by several
results around the soundness or lack thereof in many neural
network verification approaches [103]-[108]. The underlying
computation architecture (e.g., ISA) that perform the computa-
tions is crucial, and more broadly, motivates the formalization
of pieces of this problem going beyond existing efforts in
VNN-LIB [109] and ONNX. A formal semantics of ONNX
and other interchange formats is needed, as are those going
down to the architectural level (e.g., at CUDA or intermediate
representation like LLVM).

e) Problem 5: How Does Neural Network Verification
Help Create Better Neural Networks?: While there are several
works around neural network repair and robust training [110]-
[113], it is not clear if neural network verification aids in
developing better neural networks. While CRA evaluations
demonstrate some form of robustness, it is well known simply
due to the existence of decision boundaries for classification
problems, that global robustness is impossible: there will
always be points near the decision boundary that slightly
perturbed cross it. A strong argument however could exist,
for instance, if neural networks that are robust as measured
via high CRA may provide better generalization capability.
However, this type of evaluation has not yet been fully
demonstrated, and is another opportunity to demonstrate the
potential usefulness of neural network verification.

f) Other Problems: Aside from these issues, there are
many other aspects not significantly considered in neural
network verification that limit its usefulness. What is the role



of datasets in neural network verification? If a task is complex
enough to rely on data-driven approach and has a substantial
dataset, can we ever consider verifying all or even a reasonable
subset of the possible valid data? If we don’t, have we verified
anything? The limitation to local analysis, and the significant
challenges in addressing global analysis, vastly limit current
usefulness of neural network verification.

III. WHAT’S NEXT?

Next, I outline several research directions within and beyond
neural network verification.

a) Integration with Workflows: A key research need is
the integration of neural network verification within broader
programming languages, frameworks, and systems.

b) Semantics: Foundational, Interchange, and Compila-
tion: While the evolution of machine learning frameworks
(e.g., from Matlab to Caffe to TensorFlow to Keras to Pytorch
to ONNX to Jax to whatever is next) have substantially im-
pacted the progress of machine learning, there are significant
gaps in the semantics of neural networks. This of course
is crucial for neural network verification. Some progress
on this front has been made in the community with some
standardization efforts (e.g., the usage of ONNX and VNN-
LIB), the semantics of these are not fully defined. Further, even
if we suppose the semantics of ONNX are precisely defined
(albeit this is unrealistic as there are many versions), there is
another crucial issue that would be ignored: it would likely not
account for the underlying hardware implementation details
(e.g., to CUDA or Trainium or TPUs or whatever else), which
is crucial for the results to hold on the hardware that will
execute the model. Some effort has gone into consideration
of some numerical issues, as well as implementation-specific
details (e.g., quantization in embedded domains). Due to the
trend toward all major cloud vendors developing in-house
accelerators for rather obvious economics, this issue will
become even more crucial over the next, as differences in
implementation (e.g., compilation) to the target hardware on
which the neural networks will execute may yield soundness
problems. However, significantly more work in this direction
is needed, as for example, several recent works have pointed
out theoretical and practical soundness issues with most if
not all existing neural network verification methods (both due
to theoretical issues as well as implementation issues around
numerics in floating/fixed point, etc.).

c) Generative AI: What is the role of neural network
verification in generative Al, and especially language models?
Of course while one can formulate computing say CRA or a
similar metric for a large language model (LLM) like ChatGPT
(albeit an open weight model like Llama [114] or more
realistically OLMo [115], [116] and even more realistically
some small language model [SLM] for scalability), it is not
clear what this would mean, albeit there are some results
in this direction of considering natural language processing
(NLP) tasks and the crucial embedding gap [117], [118],
along with considerations such as the tokenization process.
However, considering how to use neural network verification

in generative Al leads to an important thought experiment and
challenge detailed below. Other generative tasks may be more
precise to specify something more meaningful, but it is still not
clear and so more research is needed in this direction. Further,
there would be many challenges beyond this specification
issue, to scalability and architectural support (layer types,
etc.), although from recent VNN-COMP results [26], we may
now be within the real of possibility to verify something for
SLMs with on the order of a billion parameters. While there
are some papers on attention layer verification as needed in
transformer architectures [119]-[121], significantly more work
in this direction is needed to ensure all parts of a language
model architecture could be supported for neural network
verification.

All this said, due to business cases and economic consid-
erations, it is likely industry will devote heavily in making
effective smaller language models, which may naturally miti-
gate the scalability concerns that make this idea at first glance
sound ridiculous. As argued in some recent papers, due to
latency needs in agentic Al, as well as cost considerations
(e.g., token cost), it is likely the AI industry will focus
heavily on decreasing the size of models to reduce latency
and cost [122]. Given this, the first glance concern that neural
network verification cannot scale to language models may
naturally be mitigated, as the models will become smaller over
time with good performance.

d) Applications: While neural network verification has
been applied to many problems and case studies in numerous
domains (autonomy, medicine, security, etc.), some Kkiller
applications of the problem are still missing, especially where
the verification has been shown to be impactful in real systems.
The research community can engage with industry, and also
industry can engage with the academic research community,
to develop meaningful neural network verification benchmarks
that have specifications of importance and interest for real
systems.

e) Specifications: The input-output specifications con-
sidered in most works are inadequate. New specification
languages, both for neural networks and their usage in broader
systems, are needed. For example, suppose within a larger
system a neural network is executed several times, with
subsequent computations dependent upon prior calls, but in
combination with postprocessing of the results of the neural
network computations. What program logics could specify
such behaviors? Further and more fundamentally, especially
for perception tasks where neural networks are the best
known approach in many such computer vision problems,
the overall integration of neural network verification and
program/software verification must be explored further.

f) Call to Action: Verify a Language Model and Agentic
Al System: For practical reasons, verifying an LLM like
ChatGPT is impossible for the research community, as much
of it is proprietary. In addition to scalability concerns, there
are dataset concerns that would limit what a meaningful
specification could be, along with the challenge that the
neural network must be available to perform neural network



verification. However, there are now some fully open language
models, covering datasets through code and weights, such as
Allen AI OLMo2 [115], [116], where the smallest model
is OLMo2 1B. Based on the challenges and opportunities
identified in this paper, we suggest the research community to
seriously considered what it would take to verify some types
of specifications for an LLM (or SLM)? Initial robustness-
like specifications are easy to formulate (as they are similar
to local adversarial robustness), but these should be expanded.
For NLP tasks, this could amount to Hamming or Levenshtein
distance perturbations or generalizations thereof, but should
expand to be more meaningful for task specific purposes. Once
all parts of an SLM can be considered with the layer-type
support, architectural consideration, and reasonable scalability,
attempting to verify an SLM as used in agentic Al system with
further processing and program logic is an obvious next step.
Altogether, the directive is to verify some specifications of
an SLM, akin to the impactful challenge of Hoare to develop
a verified compiler [123], [124], which motivated significant
progress and several significant results like CompCert [125]
and VST [126]. Verifying an SLM is a similar directive and
challenge for the community, which will naturally lead to
progress on all these challenges and limitations in neural
network verification currently, and even if failing, will sig-
nificantly advance the status and impact of neural network
verification.

IV. CONCLUSIONS

In summary, neural network verification has not yet demon-
strated its full usefulness and potential impact. While it is
useful for some domains and certain restricted tasks, there
are many critical issues in the research area that need to
be addressed, as well as potential avenues forward to help
address those limitations, so that the research area may truly
make an impact. As detailed some above, we suggest a
challenge to try to verify a small language model (SLM)
in the context of an agentic Al system, which likely will
require a neuro-symbolic verification approach for a neuro-
symbolic system, combining neural network verification with
software and program verification. If nothing else, verifying
a language model is a useful thought experiment in which
to drive progress in the domain toward eventual impact, but
we think it is the right direction for the community now. If
this task is too ambitious, another crucial project would be
to further develop the semantics of neural network libraries
and underlying computation primitives, to give frameworks
like ONNX, Pytorch, CUDA, etc., formal semantics beyond
what exists now in VNN-LIB, which would be a step toward
addressing several existing challenges in soundness, usage of
neural networks in broader systems, and that neural networks
are not really just mathematical functions.
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